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ABSTRACT 
 
One  threat  to  the  reliability  of  GNSS  systems  is  RF  interference.  One 
possibility  for  localising  interference  sources  is  to  take  received  signal 
strength (RSS) measurements. To explore this scenario a sensor network is 
created in a 140m
2 outdoor environment using a number of Wi-Fi stations 
that can measure the received signal strength of a Wi-Fi access point. The 
log-normal  path-loss  model  is  used  to  relate  the  RSS  value  to  distance. 
Although  methods  that  create  a  radio-map  of  an  environment  through  a 
survey  give good  performance  it may not  be practical  to  conduct such  a 
survey in all locations for a large outdoor environment. As an alternative the 
path-loss exponent of the propagation environment can be estimated along 
with position and transmission power. This makes more sense in an outdoor 
environment  where  the  propagation  environment  is  better  behaved.  The 
localisation performance is compared with the theoretical performance given 
by the Cramer-Rao lower bound. Immediate applications of this idea include 
the  passive  localisation  of  an  unknown  Wi-Fi  mobile  station  or  a  Wi-Fi 
access  point  that  is  unintentionally  degrading  the  performance  of  a 
positioning system that  operates  in the  ISM  band  such  as  Locata.  In  the 
140m
2 area where the experiment took place the root-mean-square position 
error was 37m. 
 
KEYWORDS: passive localisation, position algorithms, path-loss exponent, 
shadowing. 
 
 
1. INTRODUCTION 
 
A number of positioning systems such as GPS (Kaplan, 1996) and Locata  (Khan, 2008) have 
been shown to degrade in the presence of sources of RF interference. For GPS this is usually 
an  unintentional  interference  source  such  as  a  malfunctioning  television  antenna  booster  
 
 
(Clynch et al, 2003) or a television broadcast tower that is transmitting out of band harmonics 
(Balaei, 2007). For Locata this could be any number of sources that occupy the 2.4GHz ISM 
band such as WiFi access points and clients or cordless telephones. To ensure that these 
positioning systems operate correctly the ability to detect and localise these sources of RF 
interference is important. 
 
The positioning of an RF transmitter can be performed using various techniques including 
angle-of-arrival  (AOA),  time-difference-of-arrival  (TDOA).  The  equipment  required  for 
taking accurate AOA measurements is relatively expensive and bulky, with a large antenna 
array and computational power required (Gray, 2001). For a timing based solution (TDOA) 
each node in the sensor network requires strict timing synchronization to nanoseconds (Isoz, 
2009) and the interference signal must have a wide bandwidth so that cross-correlation can be 
performed (Kay, 1993). An alternative to using AOA or TDOA is the use of received signal 
strength (RSS) measurements (Malaney, 2007). The usefulness of this method is dependent 
on how well the propagation environment behaves or can be modelled with a single path-loss 
exponent  for  the  surrounding  area.  Relatively  good  accuracy  can  be achieved  using  RSS 
measurements  in  a  fingerprinting  methodology  (Li,  2006),  but  for  a  larger  outdoor 
environment it may not be possible to build the fingerprint database economically or it could 
change over time. The aim of this investigation is to see how well an unknown source can be 
positioned outdoors using RSS measurements using the log-normal path-loss model when the 
path-loss exponent of the surrounding environment is unknown. 
 
To evaluate this scenario a sensor network made up of a number of laptops with external USB 
WiFi  adapters  and a  WiFi  access  point  is  set up  outdoors  on  a  cricket  field.  The  signal 
strength of the WiFi access point is recorded at each of the sensor nodes at a number of 
different locations around the sensor network. An optimisation algorithm was then used to 
estimate the position of the access point using the log-normal fading path-loss model. The 
average positioning error from the 13 test points used was 37m when the path-loss exponent 
was solved together with transmit power and position. Through an iterative search a fixed 
value  of  n=1.51  was  found  to  provide  the  best  mean  position  error  of  35m.  The  open 
propagation environment on the field with no obstructions between the transmitter and nodes 
had a shadowing noise of 3.56dB. In this environment comparable positioning performance 
could be achieved when solving for the path-loss exponent and using a value that was built 
from a path-loss model. 
 
2. RSS Localisation 
 
2.1 Log-normal fading model 
 
In the log-normal fading path-loss model (Malaney, 2007) the received signal strength of a 
transmitter  falls  at  a  rate  defined  by  the  path-loss  exponent  n,  where  the  noise  in  the 
measurement is modelled as a Gaussian variable whose variance is determined by the level of 
‘shadowing’, which is variation in the path-loss value due to environment and other effects. In 
a traditional received-signal-strength (RSS) localisation system, the RSS measurements from 
a number of sensor nodes are used to define a number of radii centred at positions of the 
sensor nodes which intersect at the true location of the transmitting source. The log-normal 
path-loss model takes the form 
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where RSSi is the signal strength of the source measured at sensor i, Po is the transmission 
power measured at a distance d0, di is the distance between the sensor and the interference 
source, n is the path-loss exponent of the propagation environment and σi is the standard 
deviation of the shadowing noise.  
 
For the case of passive localisation, the transmit power term is unknown. Solving for the 
transmit power P0 makes the lines of position, that is the points where the transmitter may lie, 
difficult to visualise on a map as it adds another dimension other then just the position in x 
and  y.  By  taking  the  differences-of-RSS  (DRSS)  measurements  the  points  where  the 
transmitter can lie can be visualised if the value of the path-loss exponent is known  
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Assuming that the variance of the shadowing is equal between the sensor nodes and there is 
no correlation of the shadowing, variance of the shadowing in these DRSS equations is twice 
that of a single RSS equation. As shown in Figure 1, a constant DRSS from two sensor nodes 
represents a circle on which the transmitter may lie, in the same way that constant TDOA 
from two sensor nodes represents a hyperbola on which the transmitter may lie (Juang, 2007).  
 
 
 
Figure 1. The difference of two RSS equations creates a DRSS equation, eliminating the 
transmit power variable. 
 
With  a  number  of  equations  that  is  equal  or  greater  than  the  number  of  unknowns  the 
transmitter position can now be solved. In a two-dimensional system, at least 3 sensor nodes 
will be required to solve for position. If the path-loss exponent n also needs to be solved at 
least 4 sensor nodes will be required. In matrix-vector form the system of equations can be 
represented by  
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where  d ˆ  is the vector of noisy measurements,  ) (θ f  is the vector of positioning equations 
evaluated  at  θ={x,y}  the  true  location  and  e  is  the  measurement  noise.  These  DRSS 
equations are non-linear in nature and need to be solved iteratively. One method to solve the 
positioning equations is to minimize the least-squares cost-function (Drake, 2004) defined as  
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where θ ˆ  is the estimate of the parameters. In the Figure 2 there are four sensor nodes which 
are located at the peaks and a transmitter located at the dip. This plot visualises the least-
squares cost function surface that will need to be minimised by the optimisation algorithm.  
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Figure 2. A plot of the least-squares cost-function for DRSS positioning equations. 
 
2.2 Cramer-Rao Lower Bound 
 
The Cramer-Rao Lower Bound (CRLB) provides a lower bound on estimation error variance 
of any unbiased estimator (Kay, 1993). For a geolocation scenario the CRLB provides an 
indication of the best positioning performance that can be achieved for a particular path-loss 
exponent  and  shadowing  level.  The  CRLB  can  be  defined  as  the  inverse  of  the  Fisher 
information matrix (FIM) and in matrix-vector form is 
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where H(θ) corresponds to the Jacobian of the set of positioning equations f(θ) with respect to 
the vector of parameters being estimated  θ , and  ] [ E
Te e C =  is the corresponding covariance 
matrix of the measurements. For the DRSS equations there are three parameters that need to 
be estimated, the position (x,y) and the path-loss exponent n. Starting with (3) and taking the 
partial derivatives with respect to x,y, and n 
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The corresponding Jacobian matrix for a system of N equations, choosing sensor node 2 as the 
reference sensor, is  
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If the path-loss exponent n is assumed known, the right-most column is removed from  H(θ). 
 
The  covariance  matrix  is  given  in  (9)  below  (Thompson  et  al,  2009).  If  the  individual 
variances of the shadowing for each of the RSS measurements are equal, the variance of one 
DRSS measurement is 2σ
2. In practical situations this  value is likely to  be lower due to 
correlated shadowing (Saunders, 1999) but is assumed  to be 2σ
2 to  make  the  covariance 
matrix simpler to calculate. This value also represents the worst case scenario when there is 
no correlation between the shadowing 
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The  need  to  solve  for  the  transmission  power  and  the  path-loss  exponent  increases  the 
variance of the position estimate compared with normal RSS position estimation when the 
transmission power and path-loss exponent is known (Thompson et al, 2009). If n is not 
estimated  correctly  there  will  be  large  errors  in  the  position  estimate  as  the  RSS 
measurements are used to relate the power level to distance. If the value of n is overestimated, 
the range from the source and transmitter will be underestimated, and vice-versa. As is shown 
in Figure 3 the need to solve for P and n places greater geometrical constraints on the position 
of the sensors in the network. A set of 4 sensor nodes set up in a square network has locations 
where the CRLB becomes formally infinite. This can be overcome somewhat by placing 
another sensor node in the middle of the square. 
−6 −4 −2 0 2
−2
0
2
4
6
0
50
100
x (metres) y (metres)
√
C
R
L
B
−6
−4
−2
0
2
−2
0
2
4
6
0
2
x (metres) y (metres)
√
C
R
L
B
 
 
Figure 3. The need to solve for the transmission power and the path-loss exponent places 
greater constraints on the geometrical setup for accurate positioning. 
  
 
 
3. Methodology 
 
3.1 Outline of the sensor network and test points 
 
The sensor network was set up as shown in Figure 4. At each of the test points signal strength 
measurements were taken for at least 60 seconds. The minimum number of sensors required 
to  solve  for  position,  path-loss  exponent  and  transmit  power  is  4.  However  as  shown 
previously in Figure 3 the CRLB becomes formally infinite at some locations. For this reason 
5  sensor  nodes  are  used  in  a  star  formation.  In  the  local  coordinate  system  the  origin 
corresponding to the UTM co-ordinate 56H 336196.14  E 6245476.25 N in the WGS84 datum 
is  set  as  (0,0).  The  5  sensor  nodes  are  located  at  (-66.96,28.53),  (-2.44,  65.24),  (-
3.69,17.45),(55.18,12.74), and (-13.76,-27.4). 
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Figure 4. The layout of the sensor network and the test points. 
 
 
3.2 Experiment location 
 
A field experiment was undertaken on the Village Green at the Kensington campus of the 
University of New South Wales. In the experiment the transmitter is always in line-of-sight of 
all  the  sensor  nodes  in  the  network.  In  a  large  real  world  environment  in  practice  the 
transmitter and sensor nodes may not have line of sight to each other due to obstructions such 
as buildings. The scenario that drives this research is the localisation of an interference source 
that is interfering with the Ground-Based Augmentation System (GBAS) at an airport. In a 
large open area like an airport runway there are expected to be fewer obstructions between the 
interference source and the sensor nodes than in a built-up urban environment, like trying to 
localise a cellular handset for example. In a GBAS setup the GPS stations are usually placed 
together each having line of site with each other at an open location at an airport (Saitoh, 
2001).  
  
 
 
 
Figure 5. A photograph overlooking the Village Green where the experiment took place. 
 
3.3 Equipment Used 
 
3.3.1 Sensor nodes 
 
Each of the sensor nodes used consisted of a laptop running Windows XP with a TP-Link TL-
WN422G wireless USB adapter on a surveyor’s tripod. To synchronize the times of the RSS 
samples taken at each of the sensor nodes the Windows Time Service and a common time 
server between each of the sensor nodes was used on the morning that the experiment took 
place.  This  time  synchronization  over  Ethernet  provides  timing  synchronization  in  the 
microseconds, adequate for our task of taking RSS measurements and averaging them over 
time. The height of each sensor node was adjusted so that the height of the antennas was 
1.78m from the ground. 
 
3.3.2 GPS Positioning 
 
To record the position of the sensor nodes and the rover as it was moved around and the 
NMEA  output  of  a  handheld  GPS  receiver  was  logged.  The  true  position  was  found  by 
averaging the GPS position over the epochs when the RSS measurements were being taken. 
On  the  morning  the  experiment  took  place  the  accuracy  of  the  receiver  was  tested  by 
comparing the GPS position with position of two known survey marks located around the 
Village Green. The accuracy was found to be within ± 3m. 
 
3.3.3 Transmitter 
 
A TP-Link TL-601G access point with a 5dBi omni-directional antenna was placed on a 
survey  tripod  on  a  small  trolley.  As  the  power  transmitted  changes  for  different  WiFi 
standards and data rates, the access point was fixed in 802.11b mode with the data rate set at 
1mbps. The channel used was 1 which has a centre frequency of 2.412 MHz. 
 
3.3.4 Taking measurements and gain calibration 
  
 
 
To record the gains of the receiver and antenna pairs the transmitter and receiver pair was 
placed indoors separated by a distance of 50cm. The RSS value was averaged over 60 seconds 
and the difference between the values for each sensor node was used to calibrate the averaged 
RSS measurements taken outdoors. A VBscript was written that polls the RSSI (receieved 
signal strength indicator) from the Windows NDIS interface every 100ms and these values 
along with the time was saved to a text file. The NDIS value gives the RSSI measurement of 
the wireless network that the wireless interface is currently connected to in dBm. 
 
   
 
Figure 6. The antenna of the transmitter is shown on the left, the USB wireless adapter is 
shown on the right. The height of the tripods is adjusted so that all of the receivers and the 
transmitter are at a height of 1.78m. 
 
3.3.5 Position estimation algorithm 
 
To solve the set of nonlinear position equations the lsqnonlin.m function from MATLAB was 
used. It was set to use the large-scale ‘Trust-Region Reflective’ algorithm. In practice with the 
limits on the sensor geometry the Gauss-Newton (or Taylor series expansion) method had 
problems with divergence due to the high level of nonlinearity in the positioning equations 
and  high  shadowing  noise.  This  algorithm  has  the  advantage  that  it  also  takes  into 
consideration second order information, not just the first order approximation like the Gauss-
Newton or Levenberg-Marquardt methods and uses trust-regions (Steihaug, 1983). 
 
4. Experiment results and analysis 
 
4.1 Initial path-loss model 
 
To get an idea of the behaviour of the local propagation environment where the experiment 
took place a path-loss propagation model was created by taking the RSS measurements of the 
access  point  and  moving  the  receiver  set  distances  away  from  the  transmitter.  This 
preliminary model was built on the Physics Lawn at UNSW which is located next to the 
Village Green. After building a linear regression model of the data points the fitted path-loss 
exponent was found to be 1.72 and the standard deviation of the shadowing to be 2.5dB. 
These values are close to the expected path-loss exponent value of 2 and shadowing of 3dB in 
literature for line-of-sight measurements in an outdoor environment (Malaney, 2007). Figure 
7 shows that very close to the transmitter the RSSI values drop off linearly in and as the 
distance increases the level of shadowing increases, possibly as multipath from surrounding 
reflectors such as the ground and buildings begins to dominate.    
 
 
 
 
Figure 7. Empirical path-loss model of the propagation environment. 
 
4.2 Localisation performance 
 
To explore the ability to geolocate the WiFi access point acting as the unknown source the 
transmitter was moved to 13 different locations around the sensor network and the received 
signal strength measurements recorded for at least 60 seconds, providing at least 600 RSSI 
measurements. A plot of the DRSS circles of position are shown in Figure 8 with the path-
loss exponent set at 1.72, as was found by the linear model above. In the first plot shown in 
Figure 8 the error is small and the lines of position are in close agreement. At another location 
shown  by  the  second  figure  in  Figure  8  the  level  of  noise  is  high  even  in  this  small 
environment.  Two  of  the  DRSS  circles  of  position  intersect  at  a  point  close  to  the  true 
location, but two of the other DRSS circles of position intersect at other locations far away 
from the transmitter. In this example the error from the minimization of the least-squares cost-
function is large. 
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Figure 8. An example of the DRSS position plots with the path-loss exponent fixed at n = 
1.51. True location: square, Estimated location: star. 
 
4.3 Path-loss model from test point data 
 
A  linear  regression  model  was  built  using  the  data  from  all  of  the  test  points.  With  13 
different  locations  and  5  sensor  nodes  65  different  RSS  to  distance  measurements  were 
available. With all of these values taken into account the path-loss exponent that best fits 
these points is 1.21 and the standard deviation of the shadowing is 3.56 dB. In an environment 
like this it would be assumed that each sensor node has similar propagation characteristics and 
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a similar path-loss exponent for the surrounding environment. These results in Figure 9 show 
that  in  the  environment  that  the  experiment  took  place  the  shadowing  is  not  normally 
distributed with respect to distance. The shadowing appears to be larger closer to the sensors. 
Over the large area the variation is a lot greater than the empirical model shown in Figure 7. 
This implies that the shadowing can be different locally between sensors due to variations in 
the environment and is different in different directions from the sensor nodes.  
 
By visually inspecting the path-loss model it begins to be better behaved with no more dips 
after about 60m. This  could  be because  after this  distance the influence of the dominant 
ground  reflection  or  other  multipath  fades,  whereas  when  the  transmitter  is  closer  to  the 
sensor nodes the variation due to the shadowing in the path-loss values is high. 
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Figure 9. The signal strength-distance relationship for all the test points. 
 
The  root-mean-square-error  (RMSE)  for  all  of  the  13  test  points  was  calculated  as 
] ) ˆ ( ) ˆ [( E
2 2 y y x x − + −  and is shown in Table 1. The position estimate is found by using the 
true  location,  path-loss  exponent  and  transmission  power  as  the  initial  guess  in  the 
optimisation algorithm and letting it converge to a solution. The positioning error or RMSE 
while solving for the path-loss exponent is slightly higher than when using a fixed value in the 
estimation process. To calculate the CRLB for the first row ‘n solved for’ in Table 1, the path-
loss exponent was included as a variable to be estimated in the Jacobian matrix H(θ), and is 
assumed to have a true value of 1.72. The standard deviation of the shadowing noise is set as 
σ = 2.52dB. These are the values that were found in section 4.1. For the other rows n is not 
included in H(θ) and is assumed to be the chosen value. 
 
Table 1. Positioning performance 
Path-loss exponent  RMSE  √CRLB 
n solved for (assuming n=1.72 is the true value 
for CRLB calcuation), σ = 2.52dB 
36.8932  53.5359 
n fixed at 2, σ = 2.52dB  36.4137  27.0212 
n fixed at 1.72, σ = 2.52dB  36.1284  31.4200 
n fixed at 1.21, σ = 2.52dB  50.5496  44.6631  
 
 
The results in Table 1 reveal that for this data set the positioning performance is very similar 
when solving for n as a nuisance parameter and when choosing a value of n that has been 
found from modelling the path-loss data. Paradoxically the error is larger when using the 
path-loss exponent found using the test point data model from Figure 9. The non-normal 
distribution of the shadowing that can be seen in Figure 9 implies that even in this scenario 
using a fixed value of n is comparative to estimating n, as no single value of n would be 
optimal for modelling all the locations of the test points in the data set used.  
 
An analysis of the position error and the CRLB reveals that for these test points the CRLB 
under-estimates  the  positioning  error  for  locations  that  are  inside  the  sensor  array  and 
overestimates the positioning error for locations that are outside the sensor array. For the case 
of solving for n the √CRLB value is larger than the RMSE which is unexpected as the CRLB 
provides a lower bound on the variance of any unbiased estimator. At the test point (26.64, -
55.85) the √CRLB value has a relatively high value of 185. Around this area the CRLB shows 
a sharp increase in variance as geometrical conditions become unfavourable for estimating the 
transmit power and the path-loss exponent due to how the Jacobian matrix is structured. The 
root-square-error at this point from the RSS measurements was 42m, a significantly lower 
number than 185. In Malaney (2007) the positioning error is shown to dramatically increase 
as the transmitter location is moved further away from the sensor network when solving for n. 
At the test point (26.64, -55.85) the √CRLB is 143 and the position error was 52m. Examples 
of this increase in the CRLB can be seen in by the error ellipses in Figure 10 when different 
parameters need to be estimated (path-loss exponent n, transmit power P0) along with position 
(x and y). It can be seen that the error ellipses are similar at the two locations close and inside 
the sensor network, but the size of the ellipses rapidly increases at locations further away 
when P0 and n need to be estimated. There was only a small number of test points that were 
located outside the area enclosed by the sensor network in the experiment. It is possible that 
the lower then expected CRLB for points outside the network is an artifact of the low number 
of test points used in the data.  
 
 
 
Figure 10. The error ellipses for different sets of parameters being estimated. White circle: 
sensor node, black dot: test position. 
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4.4 Number of sensors 
 
The positioning error was compared when using 4 sensors and 5 sensors. The average error of 
the experiment using 5 sensors was 36.95m when solving for n. The average error of the 
√CRLB at these locations was 54.31m. For a small number of points the performance when 
using 4 sensors is actually better than when using 5. In both cases for 4 and 5 sensor node 
sized networks the √CRLB over estimates the size of the error close to the sensor network and 
underestimates the error outside or further away from the sensor network. 
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Figure 11. A comparison of the error distribution when using 4 and 5 sensors.  
 
An example of one of the points where the position estimate improves with the removal of 
one of the sensors is (50.23,33.82). The root-square-error at this point is 49m for the 5 sensor 
case and 12m for the 4 sensor case. The √CRLB value is 48m for the 5 sensor case and 112m 
for the 4 sensor case respectively. This behaviour is possibly because the measurement from 
that sensor which was removed was contaminated with an unusually strong multipath at that 
location. 
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Figure 12.  For  the  test  point  located  at (50.23,33.82) removing  the  sensor  closest to the 
transmitter  dramatically  improved  the  position  estimate.  True  location:  square,  Estimated 
location: star.  
 
 
 
4.5 Optimal path-loss value 
 
To examine how the choice of the path-loss exponent effects the RMSE the positions of the 
transmitter was estimated at each point using different values of n. This was calculated for 
values of n between 1 and 6 in .1 steps and the results are shown in Figure 13. The value that 
has the least error is 1.51. In this experiment the majority of the test points were located inside 
or near the sensor array. This value of 1.51 is different to the one found by the simple path-
loss model built in the previous section of 1.72 and the model built taking into account the 
data from all the test points with a value of 1.21.  The geometrical setup may cancel out some 
of the bias caused in the position estimate by the choice of an incorrect value of n. For more 
test points at greater distances from the sensor network this may not be the case. At some 
points in Figure 13 there are jumps in the RMSE values. This is because some test points 
begin to show divergent behaviour in the position estimation algorithm at some values of n, 
which introduces a large bias in the value of the RMSE. 
 
 
 
Figure 13. The effect of using a fixed path-loss exponent on the RMSE for all points. An 
example of how the choice of the path-loss exponent effects the lines of position and the 
position is shown on the right for one of the test points. 
 
5. CONCLUSION 
 
In a passive localisation system based on received signal strength (RSS) measurements the 
nuisance parameters of transmitter power and path-loss exponent need to be estimated along 
with the transmitter position. The results of this experiment show that in the test environment 
a similar level of positioning performance can be achieved when the path-loss exponent is 
solved compared to choosing a fixed value. An analysis of the CRLB shows that the 
positioning performance should be worse when solving for the path-loss exponent but in our 
experiment the results were comparable. This could be because the shadowing noise is not 
normally distributed as expected or due to the small number of test points where the CRLB 
becomes significantly larger while solving for n. There are noticeable dips in the path-loss 
model due to the effect of shadowing that make modelling with a single path-loss value 
difficult to minimise the error.  
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